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Question 1:

HTTPS provides encryption for web communications.

[ANSWER] Answer & Explanation:

True. HTTPS encrypts data transmitted between web browsers and servers using SSL/TLS protocols.

Question 2:

What does SQL injection attack target?

[ANSWER] Answer & Explanation:

SQL injection attacks target database systems by inserting malicious SQL code into application queries.

Question 3:

Which HTTP header helps prevent clickjacking attacks?

[ANSWER] Answer & Explanation:

X-Frame-Options header prevents clickjacking by controlling whether a page can be embedded in frames.
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Question 4:

Cross-Site Request Forgery (CSRF) attacks can be prevented using tokens.

[ANSWER] Answer & Explanation:

True. CSRF tokens help verify that requests are legitimate and originate from the intended user.

Question 5:

The ________ vulnerability allows attackers to inject malicious scripts into web pages.

[ANSWER] Answer & Explanation:

Cross-Site Scripting (XSS) allows attackers to inject malicious scripts into web pages viewed by other users.
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